EAST Search History 



Ref 
# 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


O 1 




((neap Duiierj wnn (oveniowj^ overruns over aaj now 
over adj run)) same (attack$4 assult$4 vulnerab$6 
exploit$6) 


t to popim- 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; JBMJTDB 


OR 

WI\ 


ON 

WIN 


9007/0S/14 143Q 




2D 


(access^t wim memory ^ same (invaiiu near puiiuciijrtj 


T m.PGPT IR- 
\JO-r\jr 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


OR 


ON 


2007/05/14 1303 


S3 


12337 


(free adj list free$ 1 list free near list free near (blocks 
extents )) 


y jo POPTFR- 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBMTDB 


OP 
UK 


ON 
WIN 


?oo7/os/id 


C /I 

2>4 


1 T3AO 
1 731)5 


(free adj list freeSllist free near list free near (blocks 
extents memory)) 


tto prvpTfR- 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


OP 


ON 

WIN 


9007/0S/14 1 3*33 


S5 


16 


S l ana M 


t to Pr^PTTPl- 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


WK 


ON 
WIN 


9007/0^/14 1V^4 
2vju ffyjji m ij.ji 


S6 


3 


S5 and heap 


i to DriDT TO- 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


od 
UK 


OXT 
WN 


9007/05/1/1 1/1 -10 
2UU//10/1** m.jy 


S7 


398 


(((heap buffer) with (overflow$4 overrun$4 over adj 
flow over adj run)) ).ti. 


ttc pryPTfR- 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


OP 

WIN. 


ON 

WIN 


9007/05/14 14-30 


Ofi 
oo 




o / anu neap 


USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM TDB 


OR 


ON 


2007/05/14 15-47 



5/16/2007 5:41:36 PM 

C:\Documents and Settings\Mayash\My Documents\EAST\Workspaces\2007.5,14 - CASE 42 - 10.796.358 



Page 1 

- heap buffer overflow exploitation prev< 



EAST Search History 



CO 


Z 


"5 Q07" rm 

j,3jy,yu/ .pn. 


USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBMTDB 


OR 


ON 


2007/05/14 1547 


S10 


9 


("200300561 99" | "20030056200" | "5889990" | 
"6202205" | "6282701" | "6658652" | "6675378").PN. 
OR ("6832302").URPN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2007/05/14 19:49 


olz 


A 

H 


heap near smash$5 j 


T TC POP1FR' 

USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


OP 


ON 

WIN 


7007/0S/1 S 17*^0 


CI 1 


Z 


^neap wim ^sniasnj>4 or ovcriiow^H or ovciruii^'t oi ovci 
adj flow or over adj run)) and (doubly linked list) 


USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM_TDB 


WITH 

Willi 


ON 


2007/05/15 12 42 






( "700401 77 S1 1" 1 "70040186076" 1 "700401 0177 V 1 
^ ZUU4U 1 /Z J 1 J | ZUU*tUlo07/0 | / J j 

"5247634" | "5404511" | "5410669" | "5561786" | 
"5652864" | "5680582" j "5737516" j "5742793" j 
"5797689" | "5809554" | "5893162" | "5943692" | 
"5964893" | "5974528" | "6055547" | "6088777" | 
"6175900" | "6256642" | "6286088" | "673231 1").PN. 
OR("7181585").URPN. 


T T^-PfrPT FR- 

USPAT; 
USOCR 


OR 


ON 

WIN 


2007/05/15 1803 


S15 


50 


(US-200401 86976-$ or US-20060 195649-$ or 
US-200401 39272-$ or US-20060161755-$).did. or 
(US-6832302-$ or US-5577243-$ or US-5802341-S or 
US-5764883-$ or US-7051056-$ or US-61 54823-$ or 
US-4757438-$ or US-6094664-$ or US-4758944-$ or 
US-4907151-$ or US-5680582-$ or US-5848423-$ or 
US-5893121-$ or US-5900001-$ or US-5915255-$ or 
US-5915129-$ or US-5920876-$ or US-6038572-$ or 
US-6049810-$ or US-6125434-$ or US-6131 150-$ or 
US-6175900-$ or US-6192432-$ or US-6381738-$ or 
US-641 1957-$ or US-6453403-$).did. or (US-6490670-$ 
or Ub-o33y4o4-$ or Uo-cDooo or u 0-004 /D4 /-j or 
US-6658653-$ or US-5787447-$ or US-4775932-$ or 
US-5809554-$ or US-5355469-$ or US-4989137-$ or 
US-606481 1-$ or US-591 1 144-$ or US-5561786-$ or 
US-5625819-$ or US-61 15782-$ or US-5903900-$ or 
US-6065020-$ or US-6640290-$ or US-61 99075-$ or 
US-6594749-$).did. 


US-PGPUB; 
USPAT 


OR 


ON 


2007/05/15 18:04 


S16 


50 


SI 5 and heap 


US-PGPUB; 
USPAT 


OR 


ON 


2007/05/15 18:06 


CI 7 
o 1 / 


1 0 

1 7 


CI f\ nnH blinker! \\<z\\ 


US-PGPUB' 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; IBM TDB 


WITH 


ON 


2007/05/15 1805 



5/16/2007 5:41:36 PM 

C:\Documents and Settings\Mayash\My Documents\EAST\Workspaces\2007.5.14 - CASE 42 - 



Page 2 

10:796.358 - heap buffer overflow exploitation prevt 



EAST Search History 



010 


i 
i 


S17 flnH f <5rrm<iri < £4 nr nverflr>w < fi4 nr nvprnin < t4 or over 

adj flow or over adj run) 


US-PGPUB* 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; EBMJTDB 


WITH 


ON 


2007/05/15 18:06 


S1Q 


2636 


71 I/no eels 


US-PGPUB* 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
; D3M_TDB 


WITH 


ON 


2007/05/15 18:06 


S20 


5 


SI 9 and heap and (linked with list) and (smash$4 or 
overflow$4 or overrun$4 or over adj flow or over adj 
run) 


US-PGPUB; 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 

DERWENT 
;IBM TDB 


OR 


ON 


2007/05/15 18:07 



5/16/2007 5:41:36 PM 

C:\Documents and Settings\Mayash\My Documents\EAST\Workspaces\2007.5.14 - CASE 42 - 10.796.358 



Page 3 

- heap buffer overflow exploitation prev< 



